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Storage Keys
• Memory is protected by a storage key
• Protected on a 4K boundary
• Key 0 – highest protection
• Key 1 – BG
• Key 2 – FB
• Key 3-C – FA-F1
• Key D – Dynamic Partitions
• Key E and F – AFAIK Unused



PSW



Changing Key
• SVC - ICM R1,15,=X’FF000000’ use for key 0

SVC 13

ICM R1,15,=X’FF0000FF’ use for key user

SVC 12

• MODESET - MODESET KEY=ZERO use for key 0

MODESET KEY=USER use for key user

OR…



• SPKA



SPKA

MODESET KEY=ZERO
MODESET MODE=SUP
STCTL R3,R3,WORK
OC WORK(2),=X’0003’ ALLOW KEY E AND F
LCTL R3,R3,WORK
MODESET KEY=USER
MODESET MODE=PROB
ORG *-32
DC X’00000008’
ORG



SPKA



SPKA

We made a permanent patch to the supervisor.
Must have one dummy MODESET MODE=PROB
per program execute. Job control resets it.



Protection Key Caveat
• IBM has made a special exception for

protection key 9 (user key for F4).
Any memory with KEY 9 can be
touched without having KEY 9 set in
the PSW. This was designed for
CICS/TS.



DUMPER SHOWS KEY



SHOW COMMAND
The show command on the console displays

the protection key.



Getting the User Key
• To get the User Key for the partition

you are running in, use the IPK
instruction. This puts the protection
key in general register 2. Then it may
be saved off and used with the SPKA
instruction to get back to the user
key.



Getting Storage In KEYF

There are various ways to get the storage in KEY
F. The easiest is using the STORAGE macro:

Note the subpool of 241. This is for System
Getvis.

OS/390 V2.R10.0 MVS Assembler Services Reference



Switching Between Keys

• Going to KEY F Either SPKA X’F0’

or IC R1,=X’F0’

SPKA 0(R1)

• Going to KEY User IC R1,KEY

SPKA 0(R1)

• Caveat – Can not change to KEY 0 this way,
too many things reset the ability to change
to KEY 0.



Performance Stats
• To do 500,000 KEY0 and KEYU

• MODESET 33.7 sec

• SVC 30.3 sec faster

• SPKA 0.004 sec MUCH faster



GOTCHAS
• Reentrant programs.

• Must do MODESET MODE=PROB
with each execute.



Questions?


