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KEY15 vs KEYO

So Easy A Child Can Do It %



Storage Keys

+ Memory is protected by a storage key
» Protected on a 4K boundary

* Key O - highest protection

- Key 1-BG6

* Key 2 - FB

+ Key 3-C - FA-F1

* Key D - Dynamic Partitions

+ Key E and F - AFAIK Unused
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PSW

ESA/390 PSW

Pro-
olrlo 0 o[T[1E| "2 |1jmwip|as|cc| gram [0 00000 0|
Key A
Mask
0 o | 3] 12 16 18 20 24 a1
A Instruction Address
a2 H3

PSW 07CD4007 00500346




Changing Key

- SVC - ICM R1,15,=X'’FFO00000' use for key O
svc 13

ICM R1,15,=X'FFOO00FF' use for key user
sSVC 12

* N\ODE SE T - MODESET KEY=ZERO use for key O

MODESET KEY=USER use for key user

OR...




- SPKA

SET PSW KEY FROM ADDRESS

sPKA Dz (Bz) [5]

'BZOA" B: Dz

& 16 20 il

The four-bit PSW key, bits 8-11 of the current
PSW, is replaced by bits 24-27 of the second-
operand address.

The second-operand address is not used to
address data; instead, bits 24-27 of the address
form the new PSW key. Bits 0-23 and 28-31 of
the sacond-operand address are ignorad.

Speclal Conditions

In the problem state, the execution of the instruc-
tion is subject to control by the PSW-kay mask in
control register 3. When the bit in the PSW-key
mask corresponding to the PSW-key value to be
set is one, the instruction is executed successfully.
When the selected bit in the PSW-key mask is
Zero, a privileged-operation exception is recog-
nized. In the supervisor state, any value for the
PSW key is valid.




SPKA

Control Registers

3 | 3247 | PSW-key mask Instruction authonzation
48-63 | Secondary ASN Address spaces

MODESET KEY=ZERO

MODESET MODE=SUP

STCTL R3,R3,WORK

OC WORK(2),=X'0003" ALLOW KEY E AND F
LCTL R3,R3,WORK

MODESET KEY=USER

MODESET MODE=PROB

ORG *-32

DC  X'00000008

ORG




SPKA

A minor mwodification to this=s:

D CL&' MODESET ! EYECATCHEER

D CLE'07/24/97!
MODESET Da OH AERVICE ENTEY POINT
* AMODESW 3ET, AMODE=31,WR=(R4) GET AMODE 31

La B4, DMZ03564 aET ADDEESZ FOR BSHM

2 B4, BITOOMIE TURM ©ON AMODE 31

DC  OH'O',X'0B',AL.4(0, R4)
DMSO03964 EQU  *
*  SET UP MODE AND KEY FIELDS

aR FE3,R3 MO PUBEL. STOR. EEY
To
MODESET Do OH

SAME1

Ln B3, X'0003!

ALL  R3,16

NOPE 0,0




£
£
£
£
£
£

SPKA \

JOBE EEYFEEF

EXEC
EXEC
EXEC
EXEC
EXEC

DTRIATTH, PARM='ALTEE 138ES'

IESWAIT, PARM="'01"

DTRIATTH, PARM='15 IGNORE !

IESWAIT, PARM="'01"

DTRIATTH, PARM='15 010D413000035323000100°700"

original code iz here ([(from console)
QLD DATA: 4140De335 56400512 0BO41EB33 SS82002Z6C

We made a permanent patch to the supervisor.
Must have one dummy MODESET MODE=PROB
per program execute. Job control resets it.



Protection Key Caveat

» IBM has made a special exception for
protection key 9 (user key for F4).
Any memory with KEY 9 can be
touched without having KEY 9 set in
the PSW. This was designed for
CICS/TS.
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DUMPER SHOWS KEY %\

JOBHAME=GIL

DATE=04-07-2010 TIME=15:33:33

02011 THE OPERATOR CAMCELED THE JOB
o=00I JoB GIL

SYMPTOM EECOED

oos091z0o
oos09140
o0s049160
oos091s0
oos091a0
oos091co
o0s0491ED
a0s0920a

oooooool
BIFOFYF1
cshe4040
goooooon
40D9C5C7
DoCac4E2
c7Can340
D340

Pew AND EEGISTEERS

P o7oDooon
GE 0-7 ooooo1s0
g-F ooopocZz
AR 0-7 goooooon
g-F goooooon
FP 0-3 40404040
CR 0-7 ADOOEESAD
g-F oooloooo
F1 - PARTITICH
oos40000 C2C1E3C3
o0540020 00744250
00540040 005487F4

o doms i,

dmodmdm dm

CANCELED
02071 PROBLEM PROGEAM PEW

EZDYFZFDO
F47AF3F3
goooooon
goooooon
EZ61CACH
B1CYCYD3
404040410

= 07DD0O000 30843706

FOFBFOFY
JAF3F37A
gooooooo
gooooooo
CeChCE40
40DBCECEH
40C4E4D4

OF ENDIMG TASE

50843706

oos373a0
oos373a80

goooooon
goooooon

404040410

a1zi1gooao
go0800000

ADDREES
CBC4C5C2
50843702
goooooon

dmdmodmdnm

07 zAERCH
o0s42094

gooooooo
gooooooo

40404040

BY49CHe00
O053CDES

I 00540000

oyoDhoooo
gooooooo
oog42000

drmndrodmdnm

F7C1C3F2
FOFOFSFE
O03F0074
gooooooo
DOCSCYEZ
EZelFOFO
D7CaC4eD

o05416D8
oos4401c

gooooooo
gooooooo

40404040

a007000E
00540E08

80843706
goooolso
gooDocz2

drmndrodmdnm

F1F57AF3
FEFBC3CH
ooooooEs
goooooon
B1FOC4F4
F3FOF3F7
C4C1E3CT

goooooon
oos4301c

goooooon
goooooon

40404040

aooooooE
gooooooa

o0s37380
o0s37380
oooncsChE

dmdmdmdm

F37AF3F3
FEFOFEFD
00ZBE0O0E3
goooooon
CZFe40D4
FOFR40D1
FEDYF 160

005487F 4
00744250

goooooon
goooooon

40404040

010BDESGO
g1z213000

LENGTH IS 005C0000

o0s4:2094
07 ZAERCH
BBAGEYER

drmdmodmdnm

JAFOFOF1
Fic3o0ooo
aoo0ooDE
C1CZR1EZ
EZ61FOEZ
DaC2eDD5
D7C1DSES

aooooooo
g0843702

aooooooo
aooooooo

40404040

loooooon
C00310BE

aos4401c
a0s416D8
40404040

AT AT AT

CPUID=00097ACZ 20983000

FOe1FOF4
EZC3D7DY
gooooooo
FZF4FOFO
FOF1C940
C1D4C57E
CO9E3CYDE

oog42000
gooooooo

gooooooo
gooooooo

40404040

g1z1go00
a7287C10

oos4301c
gooooooo
40404040

e lnTall Falmis el

COMP=5686CFE06L

oo ... .=R20980¢%

<#0714:33:33:
EQ

REGZ-FFFFF
RIDS-GIL OFF
FIL i
M

oo BATCHDEE. . ..



SHOW COMMAND

The show command on the console displays
the protection key.

SHOW 1DZFBO. 30
AR 0015 DATA  FOUND AT OO1DZFEO

VOO1D2FBO 00040000 00000000 C4C4D4C9 DEDOE340 06 *........ DDMIORT * ROOAZVFEO
VOO1DZFCO FOFSDOF1 FACOFOF® F1lFZF1FZ FZFO0C0C 06 *093114{09121220..*% ROCQAZTFCO
VOO1D2FDO 22510001 47YFFO008 OO01DZFES QO0ECDOOC 06 . uwuwwwwwnnsas }.* ROOAZVEDO
AR 0015 1I40I READY

F3 0071 oCcO001 GIL GILS 6:45:31

SHOW F4,500000.30

AR 0QOO15 DATA FOUND AT 00500000

VOO500000 D4C1C5DL E3CLEZDZ 075SC0000 80502452 96 *MAINTASK..... &..* RO135A000
VOO500010 00L0ZF6OD 0OO0LO0LD1C OO0L501F60 O00500Fe0 96 *.&.-.&)..&.-.&.—-% RO13L5A010
VOO500020 007V8E1AD 0050244C 00000000 QOOO0O0O1C 96 *..... e e e * RO135A020




Getting the User Key

* To get the User Key for the partition
you are running in, use the IPK
instruction. This puts the protection
key in general register 2. Then it may
be saved of f and used with the SPKA
instruction to get back to the user
key.
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Getting Storage In KEYF

There are various ways to get the storage in KEY
F. The easiest is using the STORAGE macro: /

= [ORAGE OBTAIN,LEWNGTH=(E4) ,BNDEY=PAGE  EEY=15,LOC=ANY ,5FP=241, X
COND=YES

Note the subpool of 241. This is for System
Getvis.

0S/390 V2.R10.0 MVS Assembler Services Reference




Switching Between Keys

»+ Going to KEY F  Either SPKA X'FO’
or IC R1=XFO

SPKA O(R1)

* Going to KEY User IC R1KEY

SPKA O(R1)

» Caveat - Can not change to KEY O this way,

too many things reset the ability to change
to KEY O.

f‘ea‘

\




Performance Stats

+ To do 500,000 KEYO and KEYU
- MODESET 33.7 sec

» SVC 30.3 sec faster
- SPKA 0.004 sec MUCH faster
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GOTCHAS

* Reentrant programs.

» Must do MODESET MODE=PROB
with each execute.
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Questions?




